Your Own
CYBER SECURITY FORCE (CSF)




Rise to a cut above the rest with the global leaders of digital security and cyber

breakthroughs.

Rise with 63 SATS — SBU of 63 moons

technologies Limited.

Our story is one of relentless commitment to pioneering user-friendly financial platforms and digital marketplaces.

Pervasive cyberthreats to the growth and prosperity of these sectors led us to champion the cybersecurity domain,

as well, via big technology breakthroughs. Our [P-driven culture and cutting-edge ventures across platforms

helped us demonstrate proven excellence in digita

| security globally.

In the realm of cybersecurity, 63 SATS has one clear objective - to ensure our clients realise their business visions

seamlessly, eclipsing the variety of cyber threats that threaten their aspirations. To meet this objective and establish

a new benchmark in the cybersecurity domain, we

created the ultimate tech stack for digital security combining

a team of top-tier professionals and state-of-the-art technologies to set up an impenetrable cyberdome. This

decision distinguishes ourrole in the industry and equips us to offer the most proficient assessments, investigations

and compliance services available.

We recognise that in today’s digital landscape enter

orises seek'Peace of Mind'as they venture into new aspirations.

At 63 SATS, we stand as guardians providing a steac

fast commitment to fortifying cybersecurity measures making

digital markets safer and securing your path to a glorious future. After the genesis of multiple unicorns within the

63 moons galaxy, the time has come to journey towards the creation of India’s first potential decacorn. Witness

history in the making with us!

Welcome to the world of 63 SATS where innovation meets cybersecurity.




Fortity your enterprise with the
\63 SATS cyberdome tech stack
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Our 25 year legacy, state-of-the-art cybersecurity softwares and the brightest minds in the fielo
combine to form an unyielding cybersecurity triple-threat




\ State-of-the-art Softwares

MORPHISEC

Moving Target Defense
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Morphisec Knight for Linux is a proactive protection
security solution that shelters your most critical
assets by randomizing APIs in memory, stopping
supply chain attacks and other exploits at runtime.

MORPHISEC

The Best Way to Defend Your
KNIGHT

Target is by Moving it

Morphisec is breach prevention made easy. We are a leader in providing
prevention-first software that STOPS ransomware, fileless malware, and other
advanced attacks from endpoint to the cloud - which today’s next generation
antivirus (NGAV) and endpoint detection and response (EDR) solutions don't

A
MORPHISEC
s

Uses polymorphic technology to eliminate easy-
to-hit static targets, causing threat actors to abort
attacks. Guard complements EDR, managed
detection and response (MDR), and extended
detection and response (XDR) products.

Protective Endpoint Protection

£

Know where you're vulnerable
and prioritize risk

MORPHISEC

SCOUT

Morphisec Scout automates your vulnerability man-
agement by prioritizing those applications your
team uses around the clock to ensure you're not
wasting your time, or your team’s time.

‘€ ZIMPERIUM

Mobile Threat Defense (MTD)

Hu
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Built on moving target defense, proactively
prevents the most damaging cypberattacks on your
physical and virtual servers without relying on
signatures, attack patterns, or machine learning
algorithms.

Server & Cloud Protection

/imperium, the global leader in mobile security, offers
the only real-time, on-device, machine learning-based
protection against Android, iOS, and Chromebook threats.
Our comprehensive mobile security solution provides
protection against device, network, phishing, and
malicious app attacks.

Mobile Application Protection Suite (MAPS)

‘@ zSCAN™ < zKEYBOX™

Helps organizations continuously
discover and fix compliance, privacy,

and security issues prior to being
published.

discovered, extracted, or
manipulated.

‘@ zDEFEND™ < ZCONSOLE™

Provides threat visibility and

on-device ML-based run-time
protection against device, network,
phishing, and malware attacks.

Protect your keys so they cannot be

Centralized dashboard to view
threats and create response policies.

‘@ zSHIELD™

Protects the source code, intellectual
property (IP), and data from potential
attacks like reverse engineering and
code tampering.




Fasily Guard Your Cloud!
. a Enhance Security Posture & Reduce Risks with
SO P C LOU E \/\/| / The Cloud Security Center Of Excellence.

o Get 360° Protection from Architecture Design to
Runtime.

Control Your Cloud Security

Cloud Security Center Of Excellence

Q Clear Out False Positives

Discover Your Cloud Vulnerabilities © n-Depth Attack Surface

Agentless APl Security Posture @ 1aCThreat Detection

Maximum Security & Compliance @ Web App Penetration Test

® Container Security

€ Data Security Posture Management

@ Evolved IAM ® Risk Management with Threat

@ ZeroTrust

Trojan Hunt India is amongst the leading Information Security and Cyber
ﬁ 6 Intelligence companies and provides unmatched services and state of the
TROJAN HUNT INDIA art products to clients throughout the world. We specialize in addressing
A\ V4 end to end Enterprise Risk.
Data Diode

Data Diode Hardware is the device that guarantees one-wayness of a network connection. With
it, you can assure that secrets remain secret, and critical systems are not manipulated. It is the
only one-way solution worldwide that has seen overwhelming independent confirmation of its
security claims and has a Common Criteria Evaluation at EAL/+.

Data Diode
Cybersecurity

Securing
Simultaneous One-
Way & Bidirectional

DEICRICHNES

Secure Cross Domain
Data Sharing in High-

for Critical
Infrastructures

Threat Environments

Secure Communication Infrastructure

Secure Communication Infrastructure ensure encryption, mobile and server security,
communication security, and flexible integration with future solutions in a unigue, secure
deployment architecture.




Resecurity™ cyber threat intelligence is a proactive solution

to protect your organization from cyber threats. Resecurity
provides real-time intelligence on emerging threats and helps
organizations to take a proactive approach to their cybersecurity

posture.

Risk” Endpoint Protection”
Digital Risk Management (Cloud Delivery) Endpoint Protection Suit (Client Agent /Cloud Delivery)

Measure risks to control the enterprise security posture Advanced threat detection and monitoring

™

Hunter” Context
Research & Development Human Intelligence Unit Threat Intelligence Platform (Cloud Delivery)

Managed Threat Analysis Cyber Threat Intelligence Platform

Securing a Connected Future You Can Trust .

BlackBerry helps organizations defend against cyber threats. Foundea
in 1984 as Research in Motion (RIM), BlackBerry is now a leader in
cybersecurity - helping businesses, government agencies, and safety-
critical institutions of all sizes secure the Internet of Things (loT).

"2 BlackBerry

so2 SecuSUITE

Military Level - Grade Secured Communication solution, establishes strong identity of the user which
cannot be altered, Zero - Trust; does not trust server infrastructure in the path of trust established
between peers or groups, leverages on patented security key exchange and trust establishment
protocols, uses FIPS 140-2 Validated Cryptographic Library to protect data while its in transit or rest.

»o> CylanceENDPOINT

Al enabled solution which magnifies attack visibility and speeds investigation & response, it also
combines Prevention, Detection and Response helping to anticipate attacks earlier with negligible

security professional intervention.

»»> BBM Enterprise

BM Enterprise is an enterprise-grade secure communication solution. It offers end users the full features
of a consumer messaging and conferencing app for faster communication, collaboration, and decision-
making, while giving security conscious customers the benefits of on premise security together with the

convenience of a cloud service.




Red Team Assessment
Real time adversarial simulation exercise, which would help to evaluate the current cyber security

posture of your organisa
modus operandi used by

\ Best-in-class Services

nackers

Application Security Assessment

Our application security assessments are designed to identify the sect
mobile and APl services.
Known and unknown attacks.

jon. Our team of experts mimics real world attacks using the same

rity weakness in your web,

his will help your organization to strengt

Network Infrastructure Security Assessment
[dentify every possible security weakness in the network infrastructure and strengthen your net-
work by our comprehensive penetration tests.

Wi-Fi Security Assessment
Get a holistic view of vulnerabilities in your wireless network, such as m
detection of rough access points, firmware vulnerabilities, weak authentication, and encryption.

External Threat Assessment
Our external threat assessment service is designed to give a Bird's-eye view of all your IT assets
which are exposed to internet. Identifying all possible weak targets which can be subject to
cyber-attacks.

Application Secure Code Audit

Our team of secur]

ty coders with combination of best-in-class code
equipped to identify code level security bugs at -

nen the applications from

isconfigured access points,

review solutions are

‘he development phase. In combination

with application security assessment, it would immune your applications from known
cyber-attacks.

Digital Forensic Investigation
Our team of forensic investigators with state-of-the-art forensic toolkits and solutions

are equipped to conduct
identifying the chain o

digital forensic investigations by determinin

IT Incident Investigation

Our team of experts with best-in

analysis of any technology driven IT incident.

TSCM - Technical Surveillance Counter Measures
The assessment wil
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used for

e
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personal and professional gain.

PCI-DSS-Technology Gap Assessment
(Infra/ASV Scanning/Penetration Testing)
Assessing the IT infra as per PClI DSS compliance requirements.

Next Gen tech - (Blockchain / Al / ML)
Assessing the newer technology such as blockchain, Al, ML used or integrated in various
technologies/ platform.

g root cause and

" evidence that can be adamissible in the court of law.

-class security tool kits would conduct root cause

re to identify if any unauthorised surveillance system, bugging



\GRC Services

ISO 27001
v Implementation
v Audit

v Certification

ISO 22301

v Implementation
v Audit

v Certification

ISO 27701
v Implementation
v Audit

v Certification

SOC 2 Compliance
v Advisory
v Assessment

v Audit

PCI DSS
v Advisory

v Assessment
v Certification

Cyber Security Awareness
v Tralning
v Phishing Simulation

e 912266863330

Privacy Regulatory Compliance
v GDPR

v HIPAA
v' DPDP Act

Cyber Security Regulatory Compliance

v'  RBI
v |RDAI

v SEBI

NextGen Tech Security Risk Assessment
v Blockchain

v Al

v ML

Cloud Security Audit

Third Party Security Risk Assessment

Application Security Risk Assessment

}X( info@63sats.com ‘w!wfw' www.63sats.com




